Internet Filtering

Protecting Children From Online Pornography

By Crystal Roberts, J.D. and Sephen Daniels

s000e0essssssem| he Internet has revolu-
b < . . .
tionized society —

Parents cannot look over the shoulders
of their children as they access their

including how our
children are educated.
With its vast reach, the
knowledge once
contained in isolated,
distant locations is now
accessible to millions of children at their
local libraries, schools, or home. Unfortu-
nately, the most violent, offensive, and

schools’ computers, and, quite often, neither
can teachers. Many public libraries, another
place parents assume their children are safe,
refuse to restrict access to material based
upon age,® so pornography that children
may not purchase at a convenience store is
readily available to them in public libraries.
Deviancy online goes beyond pornography
to include the gamut of obscenities:
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information and view sexually explicit
images on the Internet." It is quite
instructive that this fear of the worst
elements of the Internet is shared by so
many parents— regardless of whether they
have Internet access in their homes.
Eighty-two percent of parents without
home Internet access are worried that
their children will view sexually explicit
images."

More and more parents are acting to

graphic forms of pornography are also
readily available on the internet.

bestiality, rape, torture, excretory functions,
child pornography and all forms of deviant
fetishes.

prevent their children from accessing
pornography:
¢ One-third usefilters at home: Thirty-two

Sexually Explicit MaterialsOnline

Sexually explicit sites are Pervasive:

¢ There are between 72,000 and 100,000
sexually explicit sites on the Internet.!

¢ Of approximately 3,900 new sites that go
up every day, at least 85 of those sell
commercial pornography.’

The online sex industry is big business:

¢ Adult entertainment sites account for the
third largest sector of sales on the Internet
—behind computer products and travel.?

¢ It is estimated that these sites will make
up to $1 billion by the end of 1999 — the
largest making more than $100 million.*

Thelnternet and Children

Children regularly use the Internet.

¢ Anestimated 11 million children have
access to the Internet, and more than half
of the nation’s classrooms currently have
access as well.’

¢ 60 percent of U.S. households with
children 8-17 have home computers, 61
percent of which include Internet access.*

Kids go online for:

* Homework: 27 percent of § to 12-year-
olds and 38 percent of 13 to 17-year-olds.

* Research: 26 percent of 8 to 12-year-olds
and 22 percent of 13 to 17-year-olds.

* Games and Puzzles: 32 percent of 8 to
12-year-olds and 14 percent of 13 to 17-
year-olds.”

Thelnternet and Parents

The internet, which offers easy access to

information and entertainment, places new

demands on parents who monitor what their

children view.
A recent survey of 1,102 parents found
that parents:®
¢ Likethe Internet: Eighty-one percent of
parents with online access in their homes
believe that their children will “discover

fascinating [and] useful things they never

heard of before” while searching the
Internet.'® Sixty-eight percent of these
parents believe that children who do not
have Internet access are at a disadvan-
tage.!!

* Rely upon schoolsand librariesto
provide safe Internet access: Fifty-eight
percent of parents without home Internet
access reported that because their kids
can get access from other places, there is
no real need for it at home.'?

* Fear that their children will access
sexually explicit material: Even parents

who recognize the benefits of the Internet

(enough to purchase access from home)

percent of parents with home Internet
access use Internet filtering software to
guard children from dangerous sites."
Require adult supervision while online:
Seventy-three percent of parents of 8 to
12-year-olds with home Internet access
and 29 percent of parents of 13 to 17-
year-olds with home Internet access
require that their children go online only
with an adult whether inside or outside
the home.'S Furthermore, 88 percent of
these parents with 8 to 12-year-olds and
73 percent of these parents with 13 to 17-
year-olds try to “keep an eye on” what
their child is doing while online."”
Eighty-seven percent of parents of 8 to
12-year-olds without home Internet
access and 65 percent of parents of 13 to
17-year-olds without home Internet
access prefer their child to go online only
with an adult.'
Redtrict the sitesthey are allowed to visit:
Eighty-four percent of parents of 8 to 12-
year-olds and 71 percent of parents of 13
to 17-year-olds regulate which sites their
children may visit.

Parents of minors are wise to fear the

are deeply concerned about the material
that their children may encounter while
online. Seventy-six percent of parents
with online access at home are worried
that their children might give out personal

effect of pornography upon their children,
as more public libraries and schools provide
children with unsupervised and unrestricted
Internet access. Eighty-six percent of
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convicted rapists have admitted to regular
use of pornography; 57 percent admitted
imitating pornographic scenes in the
commission of their crimes; and 86 percent
of those who had molested girls and 77
percent of those who had molested boys
admitted to regular exposure to hard-core
pornography.' One of the largest consumer
groups of pornography is 12 to 17-year-old
boys.

What are parents to do when a teacher
cannot supervise their children at school or
when librarians either cannot or will not
monitor a child’s Internet use? Placement of
filtering or blocking technology on school
and library computers will ensure that
parental rights to direct a child’s upbringing
are respected when parents are not able to
be present while their child is at school or
the library. Furthermore, it reinforces the
teachings and values of an overwhelming
majority of parents as well as the public
policies of the federal government and all
50 states: The viewing of pornography is
harmful to a child’s development.

Current Laws

Contrary to what free speech absolutists
will have you believe, adults do not have a
constitutional right to access obscenity.
Furthermore, the mere possession of child
pornography is illegal. Acting to restrict
patron access to illegal pornography in
public libraries and public schools is
entirely consistent with the First Amend-
ment.

The placement of filters on public
school computers is an exercise of public
school officials’ duty to determine the
educational suitability of all material in their
schools. Similarly, public libraries have no
obligation to provide unrestricted access to
sexually explicit material via their taxpayer-
funded computers.

The U.S. Supreme Court has consis-
tently held that obscenity and child pornog-
raphy are not protected by the First Amend-
ment.

* There is no right to publicly and commer-
cially disseminate or exhibit obscene
materials, even though private possession
in one’s own home is protected. (This
holds true especially when the mode of
dissemination carries with it the danger of
offending the sensibilities of unwilling
recipients or exposure to juveniles.)*!

¢ Even consenting adults may not exhibit
obscene materials in places of public
accommodation.”

¢ There is no right for consenting adults to
receive, transport, or distribute obscenity
even if for private use or not for commer-
cial or pecuniary gain.”
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* Reno v. ACLU reaffirmed the constitu-
tionality of the enforcement of federal
obscenity and child pornography statutes
in cyberspace.?

* Production, possession, receipt, transpor-
tation and distribution of child pornogra-
phy are prohibited.”

Federal law prohibits the transportation
(including the mailing®), sale, distribution
and receipt of obscene material;?’ posses-
sion with intent to sell, and sale, of obscene
material on federal property;* the transpor-
tation, shipping, receipt and distribution of
child pornography; the sale or possession
with intent to sell of child pornography; and
the knowing possession of visual depictions
of child pornography made in whole or in
part of materials transported in interstate or
foreign commerce.” Most state laws make
it illegal to use computer transmission to
disseminate, exhibit, or distribute obscenity
within a state. According to North Carolina
obscenity statutes, it is a class I felony to
disseminate “any matter or material of
whatever form which is representation,
embodiment, performance, or publication of
the obscene.™ All states criminalize the
distribution, dissemination, and exhibition
of child pornography and most, including
North Carolina, prohibit possession, as well.
Libraries and educational institutions
utilizing “interactive computers services”
could be found to be subject to the provi-
sions of these laws.!

Congitutional Mandateto Protect

The U.S. Supreme Court has consis-
tently recognized society’s “‘compelling
interest” in protecting minors from sexually
explicit material defined as “harmful to
minors.” The societal availability of
pornography erodes public standards of
morality affecting all members of the
community and in particular children. In
Gingberg v. New York,*? the U.S. Supreme
Court recognized the observations of
psychiatrist Dr. Gaylin of the Columbia
University Psychoanalytic Clinic, reporting
on the views of psychiatrists in 77 Yale Law
Journal at 592-593:

Psychiatrigts ... made a ditinction
between the reading of pornography, as
unlikely to be per se harmful, and the
permitting of the reading of pornogra-
phy, which was conceived as potentially
destructive. The child is protected in his
reading of pornography by the knowl-
edgethat it is pornographic, i.e.
disapproved. It is outside of parental
standards and not a part of hisidentifi-
cation process. To openly permit implies
parental approval and even suggests

seductive encouragement. If thisis so of
parental approval, itisequally so of
societal approval —another potent
influence on the devel oping ego.

The U.S. Supreme Court has upheld
restrictions on the following media to
prevent minors from exposure to material
harmful to minors.

* Broadcast media: Federal law prohibits
broadcasters from airing indecent sexual
material when children are likely to be in
the audience or when unconsenting adults
may be viewers.

* Print media: States, including North
Carolina, criminalize disseminating
harmful “soft-core” pornographic
material to minors, even though the
material may not be obscene for adults®*
and governmental regulations may also
act to facilitate parental control over
children’s access to sexually explicit
material.*

* Telephone services. Federal law bans
obscene Dial-a-Porn from phone sys-
tems,>® and indecent Dial-a-Porn is
regulated by credit cards, access codes, or
subscription so as to avoid access by
minors.*’

The most recent U.S. Supreme Court
case to address congressional efforts to
regulate sexually explicit material in order
to protect children, Reno v. ACLU,* left the
right of states to enforce such “harmful to
minors” laws undisturbed. In Reno, the
Court reiterated its prior definitive holdings
that protecting children from exposure to
obscene and harmful material is a matter of
“compelling” and “surpassing” state
interest.*® This area of the law is quite
settled, as evidenced by the fact that there
are very few prosecutions for providing
harmful matter to minors, because most
convenience stores, video stores, theaters,
and even “adult” porn shops comply with
state “harmful to minors” and display
laws.*

Most states, including North Carolina,
have enacted “harmful to minors” legisla-
tion,*! patterned after the New York statute
upheld by the U.S. Supreme Court in
Ginsberg v. New York,** which placed
controls on the dissemination of “harmful
matter” to minors even though that matter
may not be obscene for adults. In Ginsberg,
the Supreme Court definitively held that the
scope of the constitutional freedom of
expression secured to a citizen to read or see
material concerned with sex can be made to
depend on whether the citizen is an adult or
a minor; that protecting children from
exposure to obscene or harmful material
satisfies a compelling state interest; and that



parents and others who have the primary
responsibility for children’s well-being are
entitled under the U.S. Constitution to
receive the support of laws designed to aid
discharge of that responsibility.*

No FiltersHave Not Been Ruled
Per Se Uncongtitutional

No court has held the use of filters to be
per se unconstitutional. Only one case has
addressed the constitutionality of the use of
filters in a public library: Mainstream
Loudoun v. Loudoun County Board of
Trustees* The case, which is precedent
only in Loudoun County, Va., failed to
recognize four crucial facts:

1. When a state purchases speech, it has no
obligation to purchase all speech. A state
may act in a more restrictive manner
when acting as a provider of speech
(when the government purchases speech
in order to provide it to the public) than it
may when acting as a sovereign (regulat-
ing private speech on behalf of the
general welfare of society). When
regulating public schools, public libraries
or public school libraries, the government
is acting as provider, not sovereign.*

2. There is no constitutional requirement
that the government provide access to
pornographic images through public
schools or libraries. An individual has a
right to access legal pornography through
his or her own computer but not via a
publicly funded computer, and certainly
does not have a right to access illegal
pornography via a government-funded
computer.*® The U.S. Supreme Court has
stated, “Environments such as a prison,
public schools, the military, or the
government workplace ‘must allow
regulation more intrusive than what may
lawfully apply to the general public.””*’
(Emphasis added.)

3. The First Amendment rights of adults
may be subject to limitations in order to
protect children from accessing material
that only adults have a right to view.**

4. Filters are constantly evolving technol-
ogy, and libraries have the ability to
customize programs based upon their
own settings.*

Failing To Filter CreatesLegal
Problems

By distributing illegal material at
taxpayer expense, public schools and
libraries are creating contempt for the laws
under which private individuals may be
prosecuted. Under the legally recognized
test to determine whether material is
“obscene” or “harmful to minors,” that
material must be judged in light of commu-

nity standards.* “Community standards”
are determined in the community from
which the jury pool is drawn. Each juror is
presumed by law to know what the views of
the average or reasonable person are (in the
same way that jurors in civil cases are held
to know what constitutes “reasonable”
conduct under the “reasonable person”
standard for negligence, and so on). Failure
to keep pornography out of libraries may
result in sexually oriented businesses
pointing to its availability in local public
libraries as proof that their own material is
now “accepted” in a community.>' Recently,
the publisher of a pornographic magazine in
Arizona used this very argument to defend
against his arrest for distributing material
harmful to minors in violation of a state law
prohibiting the distribution of material
harmful to minors via sidewalk vending
machines that are accessible to minors. He
argued that the Phoenix Public Library

has materials available for minors
which are infinitely more graphic than
Defendant’ s newspaper. ... A Compari-
son between Defendant’ s newspaper
and materials the Stateitself has
available for minorsfor free provesthat
the Sate' s standards tolerate material
which isinfinitely more ‘ patently
offensive’ in terms of the written word,
pictures and/or images evoked than
anything in Defendant’ s newspaper .5

The viewing of pornography in public
places also creates an“offensive, uncomfort-
able, and humiliating environment for
women co-workers” and can “constitute or
be evidence of sexual harassment in
violation of state and federal civil rights
laws and create or contribute to a hostile
enforcement in violation of Title VII's
general prohibition against sexual discrimi-
nation in employment practices.” Busi-
nesses and offices, public and private, are
constrained by various federal and state
laws, with respect to conduct in the
workplace, and the duty to take affirmative
steps to eradicate workplace discrimination.
The eradication of workplace discrimination
is more than simply a legitimate govern-
mental interest, it is a compelling govern-
mental interest. State and federal govern-
ments have a compelling interest in
eliminating discrimination against women
by removing barriers to their economic,
political, and social advancement within our
culture.” In addition to its connection to
crimes against women, pornography
demeans and objectifies women by reducing
their worth to nothing more than a tool for
male sexual gratification.

In addition, schools may be held
financially liable for a failure to take
affirmative steps to prevent student-on-
student sexual harassment. With its recent
decision in Davisv. Monroe* the U.S.
Supreme Court held that a hostile environ-
ment claim can be entertained by a court of
law when a plaintiff seeks damages for a
school district’s failure to address a hostile
environment constituting sexual harassment
in violation of Title IX. Failure to place
filters on computers with Internet access,
especially if it follows student and parental
complaints, could be evidence of a failure
rising to the level of legal liability.>

Filtering Technology is Effective

Filtering and blocking technology is an
effective tool for schools to prevent the use
of their computers to access pornography. A
recent study of Utah public schools found
that out of 54 million Web access attempts,
filters mistakenly denied access 64 times —
an accuracy rate of 99.9994 percent.’

Children use their school’s internet
access when not accessing the internet from
home. Seventy-six percent of 8 to 12-year-
olds and 83 percent of 13 to 17-year-olds
access the Internet at their schools.”
Seventy-two percent of § to 12 year-olds
and 75 percent of 13 to 17-year-olds who do
not have Internet access at home access the
Internet at school.*®

Public schools are an environment
within which access to pornography should
be prohibited. There is no educational
purpose for which public school students
must access material harmful to minors or
obscenity. Therefore, it is entirely appropri-
ate that such material be blocked out on
Internet-accessible computers in public
schools.

In Board of Education v. Pico,” the U.S.
Supreme Court recognized the power and
discretion of school boards to select those
materials that it finds to be “educationally
suitable” or “pervasively vulgar.” In
Hazelwood School District v. Kuhimeier,%°
the Supreme Court stated that “schools do
not possess all the attributes of streets,
parks, and other traditional public forums
that time out of mind, have been used for
purposes of assembly, communicating
thoughts between citizens, and discussing
public questions.”! It also affirmed the right
of schools to control the content of curricu-
lum. Use of the Internet has become a
mainstay in some school curricula and it is
well within a school district’s right to limit
and restrict what material enters the school
as a part of its curriculum if it is not
“educationally suitable” or if it is “perva-
sively vulgar.”
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North Carolina

In North Carolina, policies for student
Internet use are set by district boards of
education and may include adopting
“acceptable use policies” or using filtering
software.® Acceptable use policies require
students to agree to comply with set
standards of conduct while using the
Internet. However, evidence shows that
such policies have not proven effective.
According to a nationwide study, many
abuses have been documented despite
having policies in place.®* Almost all
districts have adopted an acceptable use
policy and well over half use filtering
software.®

Nearly all of the 76 library systems in
North Carolina, including county, municipal
and regional systems, offer Internet access
to citizens in their area.%® Policies for
Internet use in public libraries are set by
each of these systems.

Editor’sNote

A longer version of this paper was
published by the Family Research Council
in September, 1999. It has been edited and
modified to reflect the specifics of the
situation in North Carolina. To obtain a
copy of the report call 1-800-225-4008 or
visit www.frc.org on the internet.

Crystal Roberts, J.D. isa legal policy analyst
for the Family Research Council in
Washington D.C., and Sephen Danielsis
Director of Research for the North Carolina
Family Palicy Council.

Copyright O 2000. North Carolina
Family Policy Council. All Rights Re-
served.
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